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Cyber Volunteers for
Unlawful Contents

Cyber Awareness
Promotor

Cyber Expert

‚kÞƒh ðku÷LxeÞh Þkus™k

‚kÞƒh ðku÷LxeÞh Þkus™k ytŒ„oŒ ™e[u {wsƒ
ºký «fkh™k ‚kÞƒh ðku÷LxeÞh ƒ™e þfkÞ Au.

‚kÞƒh ðku÷LxeÞh ƒ™ðk {kxu yku™÷kR™
National Cyber Crime Reporting Portal (NCCRP) 

www.cybercrime.gov.in
ðuƒ‚kRx …h ÷ku„ yku™ fhe hSMxÙuþ™ fhe ‚kÞƒh ðku÷LxeÞh

ƒ™e þfku Aku.

ðÄŒk ‚kÞƒh ¢kR{™u ™kÚkðk {kxu y™u „wshkŒ …ku÷e‚™u {ËËY… ÚkR 
þfu Œu {kxu ¼khŒ ‚hfkh, „]n rð¼k„ îkhk ‚kÞƒh ðku÷LxeÞh
Þkus™k y{÷{kt {wfðk{kt ykðu÷ Au.



‚kÞƒh ¢kR{ yux÷u fkuE…ý „w™krnŒ «ð]r¥k su{kt {kuƒkR÷, fkuBÃÞwxh, ÷u…xku…, xuƒ÷ux îkhk RLxh™ux™k {kæÞ{ 

ðzu fkuR…ý «fkh™e ÷k÷[, AuŒh®…ze, Äkf-Ä{fe, ™kýktfeÞ £kuz, y…{k™s™f ¼k»kk™ku «Þku„, …k‚ðzo fu yLÞ 

rzSx÷ zuxk™e [kuhe fhðe suðk „w™k yux÷u ‚kÞƒh ¢kR{.

yks™k rzSx÷ Þw„{kt RLxh™ux™ku W…Þku„ VkÞ™kLþeÞ÷, ‚kuþeÞ÷ Œu{s ½ýk ƒÄk ÔÞk…khef nuŒwyku {kxu fhðk{kt 

ykðu Au y™u Œ{k{ ÷kufku RLxh™uxÚke ‚tf¤kÞu÷ Au.

RLxh™ux™e {ËËÚke yks™k rzSx÷ Þw„{kt ™k„rhfku ‚h¤ heŒu ½hu ƒuXks yku™÷kR™ ™kýktfeÞ ÔÞðnkh fhe þfu 

Au Œu{s Ëwr™Þk™e fkuR…ý ÔÞÂõŒ ‚kÚku ‚t…fo fhe þfu Au suÚke fne þfkÞ fu ELxh™uxu yk…ýwt Sð™ ðÄw

‚wrðÄks™f ƒ™kÔÞwt Au.

‚kÞƒh ¢kR{ yux÷u þwt?

 Íz…e fkuBÞwr™fuþ™ :

ELxh™ux™ku ‚kiÚke {níð™ku VkÞËku Íz…e fkuBÞwr™fuþ™ 

Au. yks™k rzSx÷ Þw„{kt Ëwr™Þk™e fkuR …ý ÔÞÂõŒ 

‚kÚku rðzeÞku fku÷ª„, ykurzÞku fku÷ª„ Œu{s 

yu‚.yu{.yu‚., [ux ð„uhu ŒwhtŒ s fhe þfeyu Aeyu Œu 

¾wƒ s ‚khe ƒkƒŒ Au.

 {™kuhts™ : {™kuhts™ :

RLxh™ux™e {ËËÚke yk…ýu ½hu ƒuXk s {™kuhts™ …ý 

{kýe þfeyu Aeyu su{ fu rVÕ{ku òuðk, ™ðk ™ðk rðrzÞkuuu 

òuðk, ðuƒ ‚eheÍ ð„uhu suÚke Œu™k {kxu rÚkÞuxh fu ƒesu 

õâkÞ sðk™e sYh …zŒe ™Úke.

 yku™÷kR™ rþûký :

yks™kyks™k rzSx÷ Þw„{kt yku™÷kR™ õ÷k‚™k {kæÞ{Úke 

…ý yku™÷kR™ rþûký {u¤ðe þfkÞ Au.

ELxh™ux ð„h ftE s ™Úke yux÷u fu yks™k s{k™k{kt 

su …ý fk{ ÚkE hÌšt Au Œu ELxh™ux îkhk ÚkE hÌšt Au su 

÷kufku {kxu ¾qƒ s ‚kÁt Au fkhý fu Œu™kÚke ‚{Þ™e 

ƒ[Œ ÚkkÞ Au, ™kýkt™e ƒ[Œ ÚkkÞ Au, Qòo™e ƒ[Œ ÚkkÞ 

Au ð„uhu.

rzSx÷ Þw„™k VkÞËkyku

 {níð™k zuxk y™u {krnŒe™e [kuhe :

ELxh™ux™k {kæÞ{Úke yksfk÷ ‚kÞƒh „XeÞkyku 

y÷„ y÷„ xufr™f™ku W…Þku„ fhe Œ{™u ÷k÷[{kt 

÷kðe™u fu nufh îkhk Œ{khe ‚eMx{ nuf fhe™u Œ{khe

…‚o™÷ {krnŒe Œu{s zuxk {u¤ðe ÷uŒk nkuÞ Au. 

 ðkÞh‚ nw{÷k:

fux÷kffux÷kf ðkÞh‚ «ku„úkB‚ RLxh™ux îkhk yk…ýk 

fkuBÃÞwxh …h {kuf÷ðk{kt ykðu Au, su yk…ýk fkuBÃÞwxh™u 

™wf‚k™ …nkut[kzu Au y™u yk…ýk {níð…qýo zuxk™u ƒ„kzu 

Au, su™k fkhýu yk…ýu yk…ýku zuxk ¾ku÷e þfŒk ™Úke. 

ðkÞh‚ «ku„úkB‚ yk…ýkt fkuBÃÞwxh™ku {níð…qýo zuxk fkZe 

™k¾u Au.

 RLxh™ux™ku ¾kuxku W…Þku„ :

yksfk÷yksfk÷ fux÷kf ÷kufku …Ae Œu ƒk¤fku nkuÞ fu ð]Ø, 

ELxh™ux™ku ¾kuxe heŒu W…Þku„ fhðk ÷køÞk Au,

su™kusu™ku yÚko Au fu Œuyku ELxh™ux™ku W…Þku„ ¾kuxk rðrzÞkuu 

òuðk {kxu fhðk ÷køÞk Au, su™k fkhýu ÷kufku™e 

rð[kh‚hýe ƒË÷kE òÞ Au y™u Œuyku ¾kuxk {k„uo ¼xfe 

òÞ Au. fux÷kf ÷kufku fkuE™u ç÷uf{uE÷ fhðk™wt þY fhe 

Ëu Au y™u fkuE™ku yt„Œ rðrzÞkuu ƒ™kðe ™u ELxh™ux …h 

y…÷kuz fhðk™e ¼q÷ fhu Au.

rzSx÷ Þw„™k „uhVkÞËkyku
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RLxh™ux™ku W…Þku„ fhŒe ð¾Œu æÞk™ hk¾ku:

yk…™e RLxh™ux yuÂõxrðxe

õâktf ™u õâktf …whkðku {wfŒe òÞ Au. 

þwt þuh fhe hÌkk Aku?

õâkt þuh fhe hÌkk Aku?

fku™u þuh fhe hÌkk Aku?

rzSx÷ Vwxr«Lx yux÷u...
Œ{khk îkhk RLxh™ux™k W…Þku„Úke fhðk{kt ykðŒe yku™÷kR™ «ð]r¥k.  

2

Digital Foot Print



nufh îkhk ½ýe ð¾Œ yk…ýe òý ƒnkh ‚ðoh{kt Ëk¾÷ ÚkR 
{krnŒe {u¤ðe Œu{s R-{uR÷ suðk yufkWLx™e rð„Œku {u¤ðe 
AuŒh®…ze yk[hðk{kt ykðu Au. 

nu®f„ 

xufr™f÷ ¼w÷ yux÷u fu {ký‚™e ¼w÷ r‚ðkÞ …ý yk…ýe 
r‚Mx{{kt fkuR xufr™f÷ fkhýkuÚke y[k™f huL‚{ðuh/{k÷ðuh 
Ëk¾÷ ÚkR sŒk nkuÞ Au su™k ÷eÄu …ý ‚kÞƒh ¢kR{™ku ¼ku„
ƒ™Œk nkuRyu Aeyu.    

huL‚{ðuh/{k÷ðuh 

™k„rhfku ½ýe ð¾Œ yk¤‚{kt ykðe ™u {u‚us fu R-{uR÷™e 
¾hkR fÞko ð„h s ŒwhtŒ s {krnŒe yk…u Au yÚkðk Œku …e™ ™t., 
yku.xe.…e. ð„uhu sýkðe AuŒh®…ze™ku rþfkh ƒ™Œk nkuÞ Au.

yk¤‚

™k„rhfku ½ýe ð¾Œ R™k{, ykuVh ð„uhu suðk ¾kuxk {u‚us fu 
r÷Lf™e ÷k÷[{kt ykðe™u ¾hkR fÞko ð„h Âõ÷f fhe {krnŒe 
Œu{s ™kýkt™e [wfðýe fhe AuŒh®…ze™ku ¼ku„ ƒ™u Au.

÷k÷[

™k„rhfku ½ýe ð¾Œ zh{kt ykðe™u ™kýktfeÞ [wfðýe fhe 
ËuŒk nkuÞ Au yÚkðk Œku yòýe r÷Lf …h Âõ÷f fhe {krnŒe 
yk…Œk nkuÞ Au y™u AuŒh®…ze™ku ¼ku„ ƒ™Œk nkuÞ Au.

zh

2. xufr™f÷ ¼w÷

1. {ký‚™e {k™r‚fŒk

‚kÞƒh ¢kR{ Úkðk …kA¤™k {wÏÞ fkhý
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‚kÞƒh ¢kR{™k «fkhku

zuxk Úkûx

{k÷ðuh / huL‚{ðuh

‚kuþeÞ÷ r{zeÞk £kuz

‚kÞƒh ƒw÷ª„

nu®f„ 

VkÞ™kL‚eÞ÷ £kuz 

4
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nu®f„ yu yuðe …ØrŒ Au fu su™k îkhk „w™u„kh Œ{khe …hðk™„e ð„h Œ{khe yt„Œ 
{krnŒe [kuhe ÷u Au.
su™ku W…Þku„ Œu Œ{™u ™wf‚k™ …nkut[kzðk yÚkðk Œ{khe {níð…qýo {krnŒe yLÞ™u 
ðu[ðk {kxu fhu Au. yk r‚ðkÞ nufh Œ{khk ‚kuþeÞ÷ r{zeÞk™u ‚kûxðuh îkhk nuf 
fhu Au.
nu®f„ îkhk Œ{khk {kuƒkR÷ y™u fkuBÃÞwxh{ktÚke Œ{khe …hðk™„e ð„h „wó {krnŒe 
{u¤ðe AuŒh®…ze yk[hu Au.

nu®f„ 

‚kÞƒh ƒw÷ª„

‚kuþeÞ÷ r{zeÞk™e yks™e Ëwr™Þk{kt, ¼khŒ™ku ÷„¼„ Ëhuf Þwðf rðrðÄ «fkh™k 
‚kuþeÞ÷ r{zeÞk{kt ‚r¢Þ Au. ykðe ÂMÚkrŒ{kt fkuE…ý ÔÞÂõŒ fkuE…ý Akufhk fu 
Akufhe™u {k™r‚f heŒu …huþk™ fhu Au.
su{ fu ËwÁ…Þku„, òŒeÞ þku»ký (Sexual Abuse), Ä{fe yk…ðe yÚkðk ‚kuþeÞ÷ 
r{zeÞk …h fkuE™e Aƒe ¾hkƒ fhðk™ku «Þk‚ fhðku. yk ƒÄk ‚kÞƒh Ä{fe nuX¤ 
ykðu Au su ‚kÞƒh ¢kR{ Au.
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yufË{ ‚h¤ þçËku{kt fneyu Œku, fkuR…ý ÔÞÂõŒ™ku 
yt„Œ zuxk, ‚tMÚkk, «kRðux ft…™e fu ‚hfkhe yuf{ku™ku 
zuxk ðuƒ‚kRx, fkuBÃÞwxh, …u™zÙkRð, R-{uE÷ 
ykR.ze.™k {kæÞ{Úke rzSx÷ zuxk [kuhe fhðk{kt ykðu 
Au, su™u zuxk Úkûx fnuðkÞ Au.

zuxk Úkûx

‚kuþeÞ÷ r{zeÞk £kuz

yksfk÷ ÷kufku Social Media™ku ¼h…wh W…Þku„ fhe 
hÌkk Au. fkuR ðu…kh {kxu Œku fkuR {™kuhts™ {kxu, fkuR 
„…þ… fhðk {kxu Œku fkuR ™ðk ™ðk r{ºkku ƒ™kððk 
{kxu WhatsApp, Facebook, Instagram, 
Twitter, YouTube suðk Social Media Platform 
ðzu ‚ŒŒ yufƒeò™k ‚t…fo{kt hnuŒk nkuÞ Au.
…htŒw…htŒw ynª …ý Œ{khe ‚kÚku AuŒh®…ze fhðk {kxu ½ýk 
y‚k{kSf ‚kÞƒh Œíðku Œ{™u {w~fu÷e{kt {qfe þfu Au.
su{ fu, Social Media …h yLÞ ÔÞÂõŒ™k ™k{u 
Fake «kuVkR÷ ƒ™kððe/ «kuVkR÷ …us nuf fhðk

yLÞ fkuR ÔÞrfŒ™k Vkuxku fu rðrzÞku rƒ™yrÄf]Œ heŒu y…÷kuz fhðk.
rƒ¼í‚ ¼k»kk, ‚krníÞ fu …ku™kuo„úkVe, Fake News fu ¾kuxe yVðk Vu÷kððe
Ä{o, òrŒ, ¼k»kk fu «ktŒ™u r™þk™ ƒ™kðe yLÞ™e ÷k„ýe™u Xu‚ …nkut[kzðe Œu{s Œu 
«fkh™e {krnŒe, Vkuxk fu rðrzÞku y…÷kuz fhðk, xu„ yÚkðk þuh fhðw …ý „t¼eh 
„w™ku ƒ™u Au



Malware / Ransomware yuf «fkh™ku 
Ëwr»kŒ ‚kûxðuh Au. su yk…{u¤u s RLxh™ux
y™u R-{uE÷Úke Œ{khk fkuBÃÞwxh{kt ykðe òÞ 
Au, su™k fkhýu Œ{khk fkuBÃÞwxh™e Œ{k{ 
VkRÕ‚ Encrypt ÚkR òÞ Au.
yk ðkÞh‚ Œ{khe r‚Mx{™e y{wf VkR÷ fu 
VkuÕzh, su Œ{u hkus ÞwÍ fhŒk nkuð, Œu þkuÄu Au.
ŒuŒu fkuBÃÞwxh{kt £eõðLx÷e ÞwÍTz VkR÷ y™u 
÷kMx {kuzeVkRz VkR÷ [uf fhu Au y™u Œu 
VkR÷™wt Vku{uox [uLs fhe ™kt¾u Au.
yk fkhýu ßÞkhu Œ{u Œu VkR÷ fu VkuÕzh VheÚke yku…™ fhðk òyku Œku ¾ku÷e ™nª 
þfku, ½ýk rfM‚kyku{kt ÞqÍ‚o …kuŒk™e VkR÷-VkuÕzh þkuÄe …ý ™Úke þfŒk. yk™e 
…kA¤™wt fkhý Au Malware / Ransomware ðkÞh‚.
Malware / Ransomware ðkÞh‚™e fkuR yuf …ux™o ™Úke. Œu y÷„-y÷„ 
‚ðohÚke, y÷„-y÷„ r÷LfÚke Œ{khe ‚eMx{, ‚ðoh fu rzðkR‚ …h nkðe ÚkR þfu 
Au.

{k÷ðuh / huL‚{ðuh

VkÞ™kL‚eÞ÷ £kuz

…nu÷kt™k ‚{Þ{kt nkÚk{kt Ahe suðk nrÚkÞkh ÷R™u 
y‚k{kSf Œíðku ÷wtx [÷kðŒk, …htŒw nðu Œ{khk 
zuƒex fkzo fu ¢urzx fkzo{kt ykÞkus™…wðof OTP
(ð™ xkR{ …k‚ðzo)™k {kæÞ{Úke ÷k¾ku-fhkuzku 
Yr…Þk™e WXktŒhe™k rfM‚kyku ‚k{u ykÔÞk Au. 
™k„rhfku™u Vku™ W…h ƒUf {u™ush/f{o[khe fu ™k„rhfku™u Vku™ W…h ƒUf {u™ush/f{o[khe fu RBI
™k yrÄfkhe nkuðk™e ™f÷e yku¤¾ yk…e™u rðïk‚ 
fu¤ðe Œu{™k {kuƒkR÷ Vku™ …h ykðu÷k OTP 
W…hktŒ zuƒex/ ¢uzex fkzo suðe {níð…wýo {krnŒe 
{u¤ðe ™k„rhfku™k ¾kŒk{ktÚke hf{ W…kze ÷uðk{kt 
ykðu Au.
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‚kÞƒh ¢kR{ ò„]rŒ

‚kÞƒh ¢kR{ {kuz‚ yku…hLze 

LÞwz rðzeÞku fku÷ª„ £kuz (Sextortion)

RLMxLx ÷ku™ yu… £kuz

ƒ™kðxe r÷< (Phishing Link)

Vuf fku÷ (Vishing Call) 

yku™÷kR™ ‚u÷ª„ Ã÷uxVku{o £kuz

ÂM¢™ þuhª„ yu… / he{kux yuõ‚u‚ yu… £kuz

fMx{h fuh £kuz

OLX £kuz

SIM Mðu… / SIM õ÷ku®™„ £kuz

yòýe / y™ðuheVkRz {kuƒkR÷ yuÃ÷efuþ™ £kuz

òuƒ £kuz
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‚kð[uŒe
õâkhuÞ ™kýkt™e [wfðýe fhðe ™ne y™u ykðe yòýe «kuVkR÷™e £uLz 
heõðuMx yuõ‚uÃx fhþku ™ne y™u ðkŒ[eŒ fhðk™wt xk¤ku.

‚kuþeÞ÷ r{rzÞk ‚kRxT‚ su{ fu Vu‚ƒwf{kt ‚kÞƒh „XeÞk Vuf «kuVkR÷ ƒ™kðe 
Œ{™u £uLz heõðuMx {kuf÷u Au. 
£uLz heõðuMx yuõ‚uÃx fhŒk ‚kÞƒh „XeÞk Äe{u Äe{u [ux þY fhu Au ‚kÚku ‚kÚku 
Œ{khk £uLz ‚kÚku …ý òuzkR òÞ Au. 
[ux{kt ðkŒku fhe rðïk‚{kt ÷R™u Œ{khku ÔnkuxT‚yu… ™tƒh {kt„u Au fkŒku yu{™ku 
ÔnkuxT‚yu… ™tƒh yk…u Au íÞkhƒkË rðrzÞku fku÷ fhðk {kxu fnu Au, su{kt ‚uõ‚ 
rðrzÞku fku÷ {kxu fnu Au.  
yk{yk{ fhðkÚke „XeÞkyku rðrzÞku hufkuzeO„ yuÃ÷efuþ™Úke rðrzÞku hufkuzo fhe 
rðrzÞku ƒ™kðu Au y™u ðkÞh÷ fhðk™wt fne ™kýkt™e {kt„ýe fhu Au.

{kuz‚ yku…hLze

LÞwz rðrzÞku fku÷ª„ £kuz (Sextortion)
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‚kð[uŒe
‚kð[uŒe:- ykðe Insurance Loan yu… ¾hkE fÞko ð„h zkW™÷kuz 
fhðk™wt xk¤ku.
Œu{s Vkuxku y™u fkuLxuõx Access Allow fhþku ™rn.

íÞkhƒkË Œ{khk Vkuxk™ku ËwhW…Þku„ fhe ƒË™k{ fhe AuŒh…ªze yk[hu Au. 

ykðe yu… zkW™÷kuz fÞko ƒkË RLMxku÷uþ™ ‚{Þu Vkuxk Œu{s fkuLxuõx™u 
yu÷kW fhðk sýkðu Au, Œuðwt fhŒk Œ{khku zuxk {u¤ðe ÷u Au.

RLMxLx ÷ku™ yu… îkhk xwtfk ‚{Þ„k¤k {kxu ÷ku™ yk…ðk™wt sýkðu Au.

RLMxLx ÷ku™ yu… £kuz
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‚kð[uŒe
yòýe r÷Lf …h Âõ÷f ™ fhðwt òuEyu.
ðuƒ‚kRx™e rð„Œku [fk‚ðk {kxu ¾k‚ fk¤S ÷uðe.
ykðe r÷Lf ¼w÷Úke …ý yku…™ ÚkR òÞ Œku ƒuLf™e rð„Œ Œu{s …‚o™÷ 
{krnŒe Ëk¾÷ fhþku ™rn.

‚kÞƒh „XeÞkyku ƒuLf , R-fku{‚o fu ‚hfkhe ðuƒ‚kRx suðe s ƒ™kðxe 
ðuƒ‚kRx ƒ™kðu Au.
ƒ™kðxe ðuƒ‚kRx™e r÷Lf yu‚.yu{.yu‚., R-{uR÷, ÔnkuxT‚yu…, 
‚kuþeÞ÷ r{rzÞk îkhk ÷k÷[ yk…e {kuf÷ðk{kt ykðu Au.
ykðe r÷Lf™u ¾hkR fÞko ð„h s ÷k÷[{kt ykðe™u Âõ÷f fhŒk su 
ðuƒ‚kRx yku…™ ÚkkÞ Au Œu ykuheS™÷ Ëu¾kŒe ðuƒ‚kRx suðe ÷k„Œe nkuÞ 
Au …htŒw Œu ykuheS™÷ nkuŒe ™Úke.
™k„rhfku™e™k„rhfku™e ƒuLf ™e Œu{s …‚o™÷ {krnŒe ykðe ƒ™kðxe r÷Lf îkhk zuxk 
yuLxÙe nuX¤ {u¤ðe ‚kÞƒh „XeÞkyku yk {krnŒe™ku ËwhW…Þku„ fhe 
AuŒh®…ze fhu Au.

{kuz‚ yku…hLze

ƒ™kðxe r÷Lf (Phishing Link)
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‚kð[uŒe
ƒuLf  / VkR™kL‚eÞ÷ RLMxexâwx / fkuR…ý yrÄf]Œ ‚tMÚkk õâkhuÞ
ƒuLf™e rð„Œku suðe fu …k‚ðzo, fkzo rzxuÕ‚, ‚e.ðe.ðe, yku.xe.…e fu 
r…™ {kt„Œe ™Úke.

‚kÞƒh „XeÞkyku Vku™ fku÷ fhe ƒ™kðxe ƒuLf f{o[khe/ft…™e 
yuÂõÍõâwxeð/RLMÞkuhL‚ yusLx/‚hfkhe f{o[khe ƒ™e Œ{khe {krnŒe 
suðe fu ™k{, sL{ Œkhe¾ ð„uhu sýkðe rðïk‚{kt ÷R Œ{khe ƒuLf™e 
rð„Œku {u¤ðe ÷u Au.
½ýk rfM‚kyku{kt ykðk fku÷ fhe Œ{kÁ yufkWLx ƒtÄ ÚkR sþu, …u™Õxe 
÷k„þu, yufkWLx yuõxeð fhðw Œu{s ‚e{ fkzo ƒtÄ ÚkR sþu Œu{ fne
™kýkfeÞ AuŒh®…ze fhu Au. 

{kuz‚ yku…hLze

Vuf fku÷ (Vishing Call) 
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‚kð[uŒe
yku™÷kE™ «kuzõxT‚ {kxu ™kýktfeÞ ÔÞðnkhku fhŒe ð¾Œu ‚kð[uŒ hnuðwt 
òuEyu. 
nt{uþk ÞkË hk¾ku, ™kýkt {u¤ððk {kxu Œ{khku  PIN / …k‚ðzo õâktÞ Ëk¾÷ 
fhðk™e sYh ™Úke.
òu  UPI yÚkðk yLÞ fkuE yuÂÃ÷fuþ™ Œ{™u ÔÞðnkh …qýo fhðk {kxu 
Œ{khku  PIN Ëk¾÷ fhðk™wt fnu Au Œku Œu™ku yÚko yu fu Œ{u ™kýkt «kó 
fhðk™u ƒË÷u ™kýkt {kuf÷ðk™wt fk{ fhe hÌkk Aku.

‚kÞƒh „XeÞk yku™÷kR™ ‚u÷ª„ Ã÷uxVku{o suðk fu OLX, Facebook Market 
Place yuÂÃ÷fuþ™ îkhk ¾heËËkh ƒ™e fkuR …ý ¼kðu Œ{khe «kuzõx ¾heËðk 
ŒiÞkh ÚkkÞ Au.

íÞkhƒkË Œu «kuzõx ¾heËðk {kxu Œ{™u ™kýkt [qfððk™u ƒË÷u, Œuyku  UPI yu… îkhk 
“Request Money”™ku W…Þku„ fhu Au y™u Œu{™k sýkÔÞk {wsƒ fkÞoðkne fhŒk 
Œ{khk ƒUf ¾kŒk{ktÚke ™kýkt Œu{™k yufkWLx{kt sŒk hnu Au
OLX,OLX, Facebook Market Place suðe yuÃ÷efuþ™ …h ‚kÞƒh „XeÞkyku ‚u÷h 
ƒ™e ðMŒw™e ‚MŒe rf{tŒ™e yuz {wfe yk{eo {u™ ƒ™e ƒ™kðxe ykR fkzo ƒŒkðe 
rðïk‚{kt ÷R fwheÞh fhðk™k ƒnk™u yuzðkL‚ …u{uLx fhkðe AuŒh®…ze fhu Au.
OLX, Facebook Market Place suðe yuÃ÷efuþ™ …h ‚kÞƒh „XeÞkyku ƒkÞh 
ƒ™e Œ{u ô[ku ¼kð {wfku Œku …ý ŒwhtŒ s ¾heË fhðk ŒiÞkh ÚkR òÞ Au y™u
Œ{™u ™kýkt™e [wfðýe fhðk {kxu fkuz Mfu™ fhðk Œu{s heõðuMx™k {kæÞ{™ku 
W…Þku„ fhe Œ{™u ™kýkt yk…ðk™u ƒË÷u {u¤ðe ÷uŒk nkuÞ Au.

{kuz‚ yku…hLze

yku™÷kR™ ‚u÷ª„ Ã÷uxVku{o £kuz
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‚kð[uŒe
ykðe fkuR yuÃ÷efuþ™ fu ÷k÷[{kt ykðe™u fkuR r÷Lf ¾ku÷e yòýe 
yuÃ÷efuþ™ RLMxku÷ fhðe ™rn.

AuŒh®…ze fh™khk Œ{™u M¢e™ þu®h„ yuÃ‚ Team Viewer, AnyDesk 
ð„uhu zkW™÷kuz fhðk {kxu V‚kðu Au su™k îkhk Œuyku Œ{khku {kuƒkR÷ fu 
fkuR…ý zeðkR‚™u ‚h¤ŒkÚke òuR þfu Au.
íÞkhƒkË Œuyku Œ{khk {kuƒkR÷ …h ykðu÷ yku.xe.…e. fu Œ{khe RLxh™ux 
ƒU®f„ fu …u{uLx yuÂÃ÷fuþL‚ ™u yuõ‚u‚ fhu Au y™u Œ{khk ¾kŒk{ktÚke 
Yr…Þk W…ze òÞ Au. 

{kuz‚ yku…hLze

ÂM¢™ þuhª„ yu… / he{kux yuõ‚u‚ yu… £kuz
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yuðw æÞk™{kt ykðu÷ Au fu ™k„rhfku ‚[o yuLS™™ku W…Þku„ fhe ƒuLf 
fMx{h fuh ™tƒh, RLMÞkuhL‚ ft…™e, ykÄkh y…zuþ™ ‚uLxh ð„uhu ‚[o 
fhu Au y™u ¾hkE fÞko ð„h Ëþkoðu÷ fkuLxuõx ™tƒh {u¤ðu Au. 
™k„rhf ykðk ™tƒh …h fku÷ fhu Au y™u Œ{khe ƒuLf™e {krnŒe {u¤ðe 
÷uðk{kt ykðu Au. 
ykðk ™tƒh™u y‚÷e {k™e™u, ÷kufku Œu{™e Œ{k{ ‚whrûkŒ rð„Œku yk…u Au 
y™u AuŒh®…ze™ku rþfkh ƒ™u Au.

{kuz‚ yku…hLze

‚kð[uŒe
‚[o yuLS™™ku W…Þku„ fhe fMx{h fuh ™tƒh {u¤ððk™wt xk¤ðw òuRyu. 
ƒuLf fu ft…™e™e ykuheS™÷ ykuVeþeÞ÷ ðuƒ‚kRx …hÚke s fMx{h fuh 
™tƒh {u¤ððku òuRyu. 

fMx{h fuh £kuz
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SIM Mðu… / SIM õ÷ku®™„ £kuz

yufkWLx zexuÕ‚ y™u ykuÚkuLxefuþ™ {kuƒkR÷ ™tƒh ‚kÚku ‚tf¤kÞu÷ nkuÞ 
Au suÚke ‚kÞƒh „XeÞk yku.xe.…e. {kxu zwÃ÷efux r‚{ fkzo™ku W…Þku„ 
fhŒk nkuÞ Au.
‚kÞƒh „XeÞk ™k„rhfku™u fku÷ fhe {kuƒkR÷ ™uxðfo f{o[khe ƒ™e
™k„rhfku™u 3G {ktÚke 4G fu 4G {ktÚke 5G fkzo fLðxo fhðk™k ƒnk™u 
{krnŒe {u¤ðe ÷u Au y™u AuŒh®…ze yk[hu Au. 

{kuz‚ yku…hLze

‚kð[uŒe
r‚{ fkzo ‚tƒtrÄŒ yku¤¾ fu {krnŒe þuh fhþku ™nª.
òu Œ{khk {kuƒkR÷{kt ™uxðfo sŒw hnu Œku Œkífk÷ef {kuƒkR÷ yku…huxh™ku 
‚t…fo fhðku y™u ¾kºke fhðe òuRyu fu zwÃ÷efux r‚{ fkzo ƒ™kððk{kt 
ykðu÷ ™Úke. òu Œuðw ÚkkÞ Œku Œkífk÷ef ƒtÄ fhkððw òuRyu. 
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yòýe r÷Lf™u Âõ÷f fhŒk …nu÷k rð[khku.
yòýe r÷Lf yku…™ fhe yuÂÃ÷fuþ™ zkW™÷kuz fhðe ™nª.

‚kð[uŒe

‚kÞƒh „XeÞk yòýe yuÂÃ÷fuþ™ zkW™÷kuz fhkðe Œ{khk {kuƒkR÷ 
rzðkR‚, ÷u…xku…, fBÃÞwxh™wt yuõ‚u‚ {u¤ðe ÷u Au. 
ykðe yuÂÃ÷fuþ™™e r÷Lf ‚k{kLÞ heŒu yu‚.yu{.yu‚./‚kuþeÞ÷ 
r{zeÞk/ÔnkuxT‚yu… suðe {u‚uLsh yu… îkhk {kuf÷ðk{kt ykðu Au.
ykðe r÷Lf ykuheS™÷ r÷Lf suðe Ëu¾kŒe nkuÞ Au …htŒw Œu {kMf fhu÷ 
nkuÞ Au y™u Âõ÷f fhŒk ƒ™kðxe yuÂÃ÷fuþ™™u zkW™÷kuz fhðk ŒhV 
Ëkuhe òÞ Au.
suðesuðe ykðe yuÂÃ÷fuþ™ zkW™÷kuz fhðk{kt ykðu Au Œuðwwt „XeÞk îkhk 
Œ{khk rzðkR‚™wt yuõ‚u‚ {u¤ððk{kt ykðu Au y™u AuŒh®…ze yk[hðk{kt 
ykðu Au.

{kuz‚ yku…hLze

yòýe / y™ðuheVkRz {kuƒkR÷ yuÂÃ÷fuþ™ £kuz
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yòýe £uLz rhõðuMx
yuõ‚uÃx fhðk™wt xk¤ku.

Œ{khe yt„Œ {krnŒe Œu{s
Vkuxk rðrzÞku þuh fhðk™wt xk¤ku.

‚kurþÞ÷ r{zeÞk …h yòÛÞk
ÔÞÂõŒ …h rðïk‚ ™ fhku.

Œ{khe …kuMx fhŒe ð¾Œu
Œ{kÁt ÷kufuþ™ þuh fhþku ™nª.

Œ{khk ykì™÷kR™ r{ºkku ™k yýÄkÞko
ðŒo™ y™u «ð]r¥kyku yð„ýþku ™nª.

ƒk¤fkuyu Ä{fe¼Þko R-{uR÷, {u‚us, …kuMx
yÚkðk xuõMx™ku õâkhuÞ sðkƒ ™ yk…ku y™u

ŒwhtŒ {kŒk-r…Œk™u òý fhku.

yku™÷kR™ „u®{„ yuÂÃ÷fuþ™Úke ‚kð[uŒ hnku
y™u Œu{kt [ux ËhBÞk™ {krnŒe yk…ðk™wt xk¤ku.

{rn÷kyku y™u ƒk¤fkuu {kxu ‚kÞƒh ‚whûkk
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xw Vuõxh ykuÚkuLxefuþ™™ku W…Þku„ fhku. 
«kuVkR÷ ÷kuf hk¾ku.
«kRð‚e ‚uxªø‚ R™uƒ÷ hk¾ku. 
…‚o™÷ {krnŒe þuh fhþku ™nª.
…k‚ðzo Þwr™f y™u ‚{ÞktŒhu ƒË÷ku. 
yòÛÞk ÷kufku™u r{ºk ƒ™kðþku ™nª.

yks™k rzSx÷ Þw„{kt Œ{k{ ÷kufku ‚kuþeÞ÷ r{rzÞkÚke ‚tf¤kÞu÷ Au. ‚kÞƒh 
„XeÞkyku ykðk Ã÷uxVku{o îkhk AuŒh®…ze yk[hu Au. 
suÚke ‚kuþeÞ÷ r{rzÞk yufkWLx™u r‚õâkuh hk¾ðw ¾wƒ s sYhe Au. 

‚kÞƒh MðåAŒk (Cyber hygiene) 

‚kuþeÞ÷ r{rzÞk r‚õâkuhexe
(Social Media Security) 
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…k‚ðzo «kuxuõþ™ 
yuLxe ðkÞh‚ ‚kûxðuh
y…-xw-zux yku…huxª„ r‚Mx{
rðï‚™eÞ ‚ku‚o …hÚke s yuÂÃ÷fuþ™ zkW™÷kuz fhðe.
huøÞw÷h ƒuf y… 
{kuƒkR÷ „w{ ÚkkÞ Œku Œ{k{ yufkWLx™k …k‚ðzo ƒË÷e ÷uðk òuRyu.

M{kxo rzðkR‚{kt rðrðÄ «fkh™k r‚õâkuhexe òu¾{ku Au su {kuƒkR÷ W…fhýku™u 
y‚h fhu Au. suÚke {kuƒkR÷™u ™e[u {wsƒ r‚õâkuh hk¾e þfkÞ.

‚kÞƒh MðåAŒk (Cyber hygiene) 

{kuƒkR÷ r‚õâkuhexe 
(Mobile Security) 
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‚kÞƒh MðåAŒk (Cyber Hygiene)

Malware / Ransomware yuf «fkh™ku 
Ëwr»kŒ ‚kûxðuh Au. su yk…{u¤u s RLxh™ux
y™u R-{uE÷Úke Œ{khk fkuBÃÞwxh{kt ykðe òÞ 
Au, su™k fkhýu Œ{khk fkuBÃÞwxh™e Œ{k{ 
VkRÕ‚ Encrypt ÚkR òÞ Au.
yk ðkÞh‚ Œ{khe r‚Mx{™e y{wf VkR÷ fu 
VkuÕzh, su Œ{u hkus ÞwÍ fhŒk nkuð, Œu þkuÄu Au.
ŒuŒu fkuBÃÞwxh{kt £eõðLx÷e ÞwÍTz VkR÷ y™u 
÷kMx {kuzeVkRz VkR÷ [uf fhu Au y™u Œu 
VkR÷™wt Vku{uox [uLs fhe ™kt¾u Au.
yk fkhýu ßÞkhu Œ{u Œu VkR÷ fu VkuÕzh VheÚke yku…™ fhðk òyku Œku ¾ku÷e ™nª 
þfku, ½ýk rfM‚kyku{kt ÞqÍ‚o …kuŒk™e VkR÷-VkuÕzh þkuÄe …ý ™Úke þfŒk. yk™e 
…kA¤™wt fkhý Au Malware / Ransomware ðkÞh‚.
Malware / Ransomware ðkÞh‚™e fkuR yuf …ux™o ™Úke. Œu y÷„-y÷„ 
‚ðohÚke, y÷„-y÷„ r÷LfÚke Œ{khe ‚eMx{, ‚ðoh fu rzðkR‚ …h nkðe ÚkR þfu 
Au.

rzðkR‚ r‚õâkurhxe
(Device Security) 

21



‚kÞƒh fkÞËku RLxh™ux™ku W…Þku„ fhŒk ÷kufku
™u fk™w™e hûký …qÁt …kzu Au.

‚kÞƒh fkÞËku yu yuðku fkÞËku Au su ELxh™ux
y™u ELxh™ux-‚tƒtrÄŒ xuõ™ku÷kuS™u ÷k„w …zu Au. 

‚kÞƒh fkÞËku (Cyber Law)  
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The Information Technology Act (2000)

Section 65 IT Act 2000: 
fkuBÃÞwxh MºkkuŒ ËMŒkðuòu ‚kÚku 
AuzAkz.
ºký ð»ko™e su÷ / 2 ÷k¾ Ëtz
Section 66 IT Act 2000: 
fkuBÃÞwxh r‚Mx{ ‚kÚku nu®f„. 
ºký ð»ko™e su÷ / 5 ÷k¾ Ëtzºký ð»ko™e su÷ / 5 ÷k¾ Ëtz
Section 66B IT Act 2000:  
[kuhkÞu÷ fkuBÃÞwxh yÚkðk ‚t[kh 
W…fhý «kó fhðwt.
ºký ð»ko™e su÷ / 1 ÷k¾ Ëtz
Section 66C IT Act 2000: 
yLÞ ÔÞÂõŒ™k …k‚ðzo™ku yLÞ ÔÞÂõŒ™k …k‚ðzo™ku 
W…Þku„ fhðku.
ºký ð»ko™e su÷ / 1 ÷k¾ Ëtz
Section 66E IT Act 2000: 
yLÞ™k ¾k™„e Vkuxkyku 
«fkrþŒ fhðk.
ºký ð»ko™e su÷ / 2 ÷k¾ Ëtz

Section 67A IT Act 2000:  
òŒeÞ f]íÞku ÄhkðŒe Aƒeyku 
«fkrþŒ fhðe.
‚kŒ ð»ko™e su÷ / 1 ÷k¾ Ëtz
Section 66F IT Act 2000:  
‚kÞƒh ykŒtfðkË™k f]íÞku.
ykSð™ su÷.ykSð™ su÷.
Section 70 IT Act 2000:  
‚thrûkŒ r‚Mx{™e rƒ
™-yrÄf]Œ yìõ‚u‚.
Ë‚ ð»ko™e su÷ 
Section 72 IT Act 2000: 
„ku…™eÞŒk™ku ¼t„.
ƒu ð»ko™e su÷ / 1 ÷k¾ Ëtzƒu ð»ko™e su÷ / 1 ÷k¾ Ëtz
Section 73 IT Act 2000: 
R÷uõxÙkur™f nMŒkûkh™wt «{ký…ºk 
¾kuxwt «fkrþŒ fhe hÌšt Au.
ºký ð»ko™e su÷ / 2 ÷k¾ Ëtz
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Section 67B ytŒ„oŒ [kRÕz …ku™kuo„úkVe fk™w™e y…hkÄ 
Au.
ƒk¤fku™k y&÷e÷ rðzeÞku/Vkuxku„úkV ‚tƒtÄeŒ {xeheÞ÷
ƒ™kððw, hk¾ðw, zkW™÷kuz, y…÷kuz y™u þuh fhðk fu 
fhkððk Œu{s òuðk …ý „t¼eh y…hkÄ ƒ™u Au.
su{kt …kt[ ð»ko ‚wÄe™e fuË yÚkðk Y.10 ÷k¾ ‚wÄe™k Ëtz™e 
òu„ðkR Au.
[kRÕz[kRÕz …ku™kuo„úkVe ƒkƒŒu „wshkŒ …ku÷e‚ îkhk ‚ŒŒ ™sh 
hk¾ðk{kt ykðu Au y™u Œu{™e rðÁæÄ ‚g fkÞoðkne 
fhðk{kt ykðu Au.

{kuz‚ yku…hLze

[kRÕz …ku™kuo„úkVe (Child Pornography)  
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R-{uR÷ yuzÙu‚

cc-cid@gujarat.gov.in

dcp-cybercrime-ahd@gujarat.gov.in

acp-cyber-sur@gujarat.gov.in

cp-cyber-vad@gujarat.gov.in

tp-raj@gujarat.gov.in

cyber-range-ahd@gujarat.gov.in

cyber-igp-sur@gujarat.gov.incyber-igp-sur@gujarat.gov.in

cyber-crime-vr@gujarat.gov.in

cyber-igp-raj@gujarat.gov.in

cyber-gnr-range@gujarat.gov.in

cyber-panch-range@gujarat.gov.in

cybercrime-igp-jun@gujarat.gov.in

pi-ccc-bav@gujarat.gov.in

pi-polstn-ccbr@gujarat.gov.inpi-polstn-ccbr@gujarat.gov.in

polstn-cybercrim-and@gujarat.gov.in

cybercell-sp-sab@gujarat.gov.in

cybercell-meh@gujarat.gov.in

cybercrime-bha@gujarat.gov.in

cyber-val@gujarat.gov.in

cybercell-sp-jam@gujarat.gov.in

cyberps-pbr@gujarat.gov.incyberps-pbr@gujarat.gov.in

cybercrime-sp-amr@gujarat.gov.in

uhc-cybercrime-bhuj@gujarat.gov.in

cybercrime-pal-ban@gujarat.gov.in

‚t…fo ™tƒh

079-23250798

079-22861917

0261-2653510

0265-2431414

0281-2433611

079-29705470

0261-26556410261-2655641

0265-2410046

0281-2474215

079-23260615

02672-245049

0285-2656100

0278-2512810

02832-29620002832-296200

02692-260015

02772-247333

02762-222100

02664-223303

02632-253333

0288-2666610

0286-22400800286-2240080

02792-223498

02832-258029

02746-253640

y™w.™t.
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‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™/‚u÷™wt ™k{ 

Mxux ‚kÞƒh ‚u÷, ‚e.ykR.ze ¢kR{, „wshkŒ 

hkßÞ, „ktÄe™„h

‚kÞƒh ¢kR{ ‚u÷, y{ËkðkË þnuh

‚kÞƒh ¢kR{ ‚u÷, ‚whŒ þnuh

‚kÞƒh ¢kR{ ‚u÷, ðzkuËhk þnuh

‚kÞƒh ¢kR{ ‚u÷, hksfkux þnuh

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, y{ËkðkË huLs

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ‚whŒ huLs‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ‚whŒ huLs

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ðzkuËhk huLs

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, hksfkux huLs

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, „ktÄe™„h huLs

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, „kuÄhk huLs

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, sw™k„Z huLs

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ¼kð™„h huLs

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ƒkuzoh huLs‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ƒkuzoh huLs

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ykýtË

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ‚kƒhfktXk

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, {nu‚kýk

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ¼Y[

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ð÷‚kz

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ò{™„h

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, …kuhƒtËh‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, …kuhƒtËh

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, y{hu÷e

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, fåA-…rù{ (¼ws)

‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™, ƒ™k‚fktXk

„wshkŒ hkßÞ{kt MÚk…kÞu÷
‚kÞƒh ¢kR{ …ku÷e‚ Mxuþ™ / ‚kÞƒh ¢kR{ ‚u÷™e

ÞkËe y™u ‚t…fo {krnŒe.
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…e™ ™t., yku.xe.…e., ‚e.ðe.ðe fu õâw ykh fkuz
suðe {krnŒe yòÛÞk ÔÞÂõŒ™u yk…þku ™nª.

‚kuþeÞ÷ r{zeÞk …h yòÛÞk ÔÞÂõŒ™ku rðrzÞku
fku÷ fu £uLz heõðuMx yuõ‚uÃx fhŒk …nu÷k rð[khku. 

fkuE fkzo, ‚e{ fkzo ður÷rzxe, KYC heLÞw, ¾kŒw
[k÷w/ƒtÄ/yuõxeð ð„uhu {kxu Vku™ fu {u‚us …h
sðkƒ yk…ðk™wt xk¤ku. 

…k‚ðzo™u ‚whûkeŒ hk¾ku, ‚{Þ‚hu ƒË÷ku.

£e ÷ku™, £e ELxh™ux, £e „êx suðe ÷k÷[{kt
¾hkR fÞko ð„h yòýe r÷Lf Âõ÷f fhþku ™nª.

‚kuþeÞ÷ r{zeÞk …h r{ºk ƒ™e {krnŒe fu Yr…Þk™e
{kt„ýe fhu Œku yk…þku ™nª.

‚kÞƒh ¢kR{Úke ƒ[ðk {kxu ™k„hefku™u ‚w[™
(Do's and Don'ts)
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÷uxuMx ‚kÞƒh ¢kR{™e {krnŒe {u¤ððk y™u
‚kÞƒh ¢kR{Úke ƒ[ðk „wshkŒ ‚kÞƒh ¢kR{ ‚u÷™k

Vu‚ƒwf, RLMxk„úk{, Þw xâwƒ y™u xTðexh ykuVeþeÞ÷ …us™u
Vku÷ku, ÷kRf y™u ‚çM¢kRƒ fhku. 

„wshkŒ ‚kÞƒh ¢kR{ ‚u÷ ‚kuþeÞ÷ r{zeÞk ykuVeþeÞ÷ …us 

@GujaratCyberCrimeCell

@GujaratCyberCrimeCell

@GujaratCyberCrimeCell

@CyberGujarat



ðÄw òýfkhe {kxu „wshkŒ ‚kÞƒh ¢kR{ ‚u÷™k
‚kuþeÞ÷ r{zeÞk ‚kÚku òuzkððk yk…u÷ QR Code Mfu™ fhku

@GujaratCyberCrimeCell @GujaratCyberCrimeCell @GujaratCyberCrimeCell @CyberGujarat

Mxux ‚kÞƒh ¢kR{ ‚u÷, ‚e.ykR.ze. ¢kR{,
„wshkŒ hkßÞ, „ktÄe™„h

îkhk «MŒwŒ

NCCRP …kuxo÷1930
‚kÞƒh ¢kR{™e VrhÞkË {kxu

www.cybercrime.gov.in 


